
 

 

 

Camino Nuevo Charter Academy: 

Artificial Intelligence Responsible Use Policy for Staff 

Artificial Intelligence (AI) is a system of machine learning that is capable of performing complex and 

original tasks such as problem solving, learning, reasoning, understanding natural language, and 

recognizing patterns in data. AI tools that can generate new content including text, images, video, audio, 

structures, computer code, synthetic data, etc. in response to prompts generated by users are becoming 

more prevalent in our daily lives and are being integrated in a variety of technical applications. 

Camino Nuevo Charter Academy (CNCA) recognizes AI as a useful tool in the working and educational 

environment. While we are committed to adopting new technologies to aid our mission, we also 

understand there are risks and limitations of open-source and generative AI, and want to ensure 

responsible use. Our goal is to protect students, parents/guardians, employees, and partners, as well as 

the organization, from any harm. This policy establishes guidelines to leverage AI to enhance educational 

experiences while ensuring student safety, data privacy, and ethical standards. 

Definitions & Select Applicable Laws 

●​ Children’s Online Privacy Protection Act “COPPA” of 1998 (15 U.S.C. §§ 6501–6506): This U.S. 

federal law mandates operators of websites or online services to protect the personal 

information of children under the age of 13. 

●​ Family Educational Rights and Privacy Act “FERPA” (20 USC 1232g; 34 CFR Part 99): This U.S. 

federal law mandates the protection of student education records. This law also gives parents 

the right to request and access student records. 

●​ Health Insurance Portability and Accountability Act of 1996 (HIPAA): establishes federal 

standards protecting sensitive health information from disclosure without patient's consent. The 

US Department of Health and Human Services issued the HIPAA Privacy Rule to implement 

HIPAA requirements. The HIPAA Security Rule protects specific information covered by the 

Privacy Rule. 

●​ Student Online Personal Information Protection Act (“SOPIPA”), Cal. Bus. &amp; Prof. Code §§ 

22584–22585: This California law prohibits operators of K–12 online services from using student 

data for targeted advertising, building profiles for non-educational purposes, or selling student 

information. 

●​ California Education Code § 49073.1 (AB 1584): Requires schools to ensure that contracts with 

educational technology operators include specific pupil data privacy protections, including that  

https://www.ftc.gov/sites/default/files/documents/rules/children%E2%80%99s-online-privacy-protection-rule-coppa/coppasurvey.pdf
https://studentprivacy.ed.gov/ferpa
https://www.cdc.gov/phlp/php/resources/health-insurance-portability-and-accountability-act-of-1996-hipaa.html#:~:text=The%20Health%20Insurance%20Portability%20and%20Accountability%20Act,of%20information%20covered%20by%20the%20Privacy%20Rule.


 

 

 

 

pupil data is not used or sold for non-educational commercial purposes, that the operator 

provides a method for correcting or deleting data, and that the operator maintains reasonable 

security procedures. 

●​ “Personally Identifiable Information” or “PII” includes, but is not limited to, a person’s name, 

address, email address, telephone number, Social Security number, student identification 

number, or other information that identifies or could reasonably be linked to a specific person. 

●​ “Confidential Information” includes, but is not limited to, student education records, grades, 

●​ attendance, discipline information, information pertaining to an Individualized Education 

Program (“IEP”) or Section 504 Plan, personnel information, legal communications, passwords, 

security credentials, and other non-public CNCA information. 

●​ HIPAA/FERPA Infographic: 

 

 

https://www.cdc.gov/phlp/php/resources/family-educational-rights-and-privacy-act-ferpa.html


 

 

 

Applicability  

This policy applies to all employees, volunteers, coaches, vendors, contractors, and all others who 

interact in an electronic format with students and employees of CNCA, PNEDG, and GNLA. It covers the 

use of AI tools in teaching, administrative processes, and any other school-related activities. CNCA’s 

Computer Use Policy and relevant monitoring policies still apply when using generative AI with CNCA 

equipment. 

Approved AI Tools  

Users at CNCA must only use tools from an approved list of AI systems. All approved systems must 

comply with the Children’s Online Privacy Protection Act (COPPA) and Family Educational Rights and 

Privacy Act (FERPA) laws and provide necessary protections around student data. 

●​ Account Creation: Staff may not use CNCA email addresses, CNCA phone numbers, or any other 

CNCA credentials to create or access accounts for non-approved AI tools or services. Staff also 

may not use personal email accounts, personal devices, or free consumer AI tools to input, 

upload, generate, revise, analyze, or store any confidential information, student data, personnel 

information, or other non-public CNCA information. These restrictions apply regardless of 

whether the use occurs on campus, off campus, during work hours, or outside work hours if the 

use relates to CNCA business. 

●​ Training: Employees will be assigned training on how to properly and safely use the approved AI 

systems at CNCA. 

Acceptable & Ethical Uses of AI  

AI tooling must be secure and in alignment with CNCA’s values and Acceptable Use Policy. All 

applications of AI must align with the school’s mission to provide equitable and inclusive education. 

Permissible uses include, but are not limited to: 

●​ Personalized & Adaptive Learning: Providing targeted interventions and dynamic learning 

experiences that adapt to individual student needs, though AI will not supplant instruction from 

a certified teacher. 

●​ Content Creation & Brainstorming: Creating interactive materials, translating content, 

brainstorming ideas for projects, or drafting emails and letters. 

●​ Administrative Support: Creating formulas for spreadsheets, summarizing online research to 

assist in full coverage of a work-related topic, or creating slide decks.  



 

 

 

●​ Feedback & Accessibility: Offering high-level trend analysis on student work or supporting 

students with disabilities through text-to-speech or speech recognition software. 

●​ Vendors/Contractors/Non-CNCA, PNEDG, or GNLA employees: May access or process pupil 

records only under a written agreement meeting California Education Code §49073.1 

requirements, with SOPIPA-aligned restrictions and FERPA “direct control” structure where 

applicable. 

Unacceptable & Prohibited Uses  

AI tools may not be used to automate tasks in a way that replaces curriculum, student effort, or critical 

thinking.Prohibited uses include: 

●​ Data Submission: No company data of any kind, including proprietary information or sensitive 

student/employee data, may be submitted (copied, typed, etc.) into AI platforms. 

●​ Final Work Products: Staff may not publish, submit, or distribute any unreviewed AI-generated 

content. All AI-assisted work must undergo critical human review by a CNCA employee to 

confirm factual accuracy, appropriateness, and source reliability before final use. 

●​ Academic Integrity: Using AI to generate plagiarized content or disseminate misinformation is 

strictly prohibited. 

○​ AI-generated recommendations may not be used to make or substantially replace 

human decision making for grading determinations, discipline, placement, or special 

education decisions. 

●​ Bias & Conduct: AI must not be used to automate grading in a way that perpetuates bias, nor 

should it be used to harass, bully, or discriminate against others. Using any AI system to access, 

create, or display harmful or inappropriate matter that is threatening, obscene, disruptive, or 

sexually explicit, or that could be construed as harassment or disparagement of others based on 

their race/ethnicity, national origin, sex, gender, sexual orientation, age, disability, religion, or 

political beliefs or interact with the AI in a manner that supports any of the above is prohibited. 

●​ Marketing: Targeted advertising using PII in pupil records is prohibited. 

●​ Tool Adoption: Staff must not deploy student-facing AI (such as chatbots or AI tutoring) spaces 

without approval from administration. 

Data Privacy & Security  

Student data must be protected in accordance with all federal and state laws, including FERPA, COPPA, 

and where applicable, Health Insurance Portability and Accountability Act (HIPAA). 

 



 

 

 

 

●​ Users may not share any confidential or sensitive information with unapproved AI tools, 

including but not limited to sensitive information, passwords, certificates, personally identifiable 

information (PII), student information, asset names, secrets, and tokens. 

●​ Sensitive data should be anonymized if used for educational analysis, and AI systems should not 

collect data beyond what is necessary. 

Verification and Transparency 

●​ Human Review: All AI-generated or AI-assisted content must be reviewed for accuracy, bias, 

and ensuring instructional appropriateness before relying on it for work purposes. If a reliable 

source cannot be found to verify factual information generated by an AI, that information cannot 

be used. 

●​ Citation: Users must clearly identify and reference AI tools when they have been used to create 

products. Failing to properly cite an AI when used as a resource is a violation of this policy. 

Reporting and Enforcement  

Users shall immediately report any actual or suspected improper use of AI tools or improper 

transmission of PII to their manager and the designated IT role. Reportable incidents include, but are not 

limited to: unauthorized submission of PII or student education records to any AI platform; use of a 

non-approved AI tool involving any protected or sensitive data; and suspected unauthorized access to or 

disclosure of data entered into an AI platform. Upon receiving a report, IT shall assess whether the 

incident constitutes a breach requiring notification under FERPA, California Education Code § 49073 et 

seq., or other applicable law, and shall escalate to legal counsel as appropriate. Any violation of this 

policy may result in disciplinary action, including termination, loss of access, and legal consequences. 

Delegated Authority  

The AI Task Force or designee, with input from students and appropriate staff, shall periodically review 

and update procedures to enhance the safety and security of students using AI and to help ensure that 

CNCA adapts to changing technologies, circumstances, and educational priorities or changes to the 

organizational vision. The AI Task Force or designee may also maintain and update the approved AI tools 

list, implementation guidance, training requirements, and related procedures consistent with this policy. 

 

 



 

 

 

 

AI Policy Statement of Understanding I have read the CNCA Artificial Intelligence (AI) Policy and 

understand my responsibilities. I agree to abide by these regulations and understand that improper use 

could result in loss of access privileges and/or disciplinary action and/or legal action in accordance with 

law and Board policy. 

Print Name:  

Signature:  
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