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No job is so important and no
service so urgent - that we cannot
take time to perform our work

safely.
AT&T Bell System Safety Creed 1939




Topic Current State

In Progress:
e Funding Commitment Letter Received
e Next Steps: Ordering with GigaKOM, winning bidder

E-Rate Project: UPS Refresh (BUR, CAS/EIS,
KAY, and DAL)

In Progress:
E-Rate Project: Cisneros Network Refresh e Funding Commitment Letter Received
e Next Steps: Review for any pricing discrepancies

Complete:

e New Policy added to the Handbook

e Attended first Community of Practice (Al for Equity)
In Progress:

e Next Steps: Training and Roll Out preparation

Complete:

e Baseline pre and post phishing training

e Scam of the Week Newsletter (shared monthly)
In Progress:

e Monthly simulated phishing

e Ongoing training




Baseline Test 2025

100% 77.4% 7.8% 0% 0% 0% 0% 4.3% 4.1%
464 464 359 36 0 0 0 0 20 19
Recipients Delivered Opened Clicked QR Code Replied Attachment Macro Enabled Data Entered Reported
Scanned Opened
& This Phishing Security Test
Only training on how to report Status Closed
phishing completed for all staff
36 Clicked a “malicious link” Phish-prone % 12.07%
20 Staff members shared
passwords Recipients 464
Failures 56

Campaign End

10/15/2025, 9:05 AM



Mandatory Introduction to Cyber
Safety Training was sent out in
March 2026

Incoming staff are automatically
enrolled
Duration: 25 minutes

& Security Awareness Foundations (SAF)

& How To Use the Phish Alert Button for Gmail




True Baseline Test 2025

100% 77.5Y 28.8% 0% 0% 0% 0% 0% 8.6%
510 510 147 0 0 0 0 0 44
Recipients Delivered Clicked QR Code Replied Attachment Macro Enabled Data Entered Reported
Scanned Opened

& This Phishing Security Test

Status Closed

Phish-prone % 28.82%

Recipients 510

Failures 147

Campaign End 06/04/2026, 9:12 AM
N\




Email Preview - HR: Google Docs: Faculty Survey - Invitation to edit (Link) (Spoofs
Domain)

From: HR (via Google Drive) <hr@caminonuevo.org> Template ID: 634851-2fb64efd-
Reply-To: HR (via Google Drive) <hr@caminonuevo.org> c703-11ea-b655-0e11685db775

Subject: Faculty Survey - Invitation to edit
¥ Send Me a Test

™ Toggle Red Flags

@D Show Remote Images

hr@caminonuevo.org has has invited you to edit the following document:

8 Faculty Survey

Google Docs: Create and edit documents online.

Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA GOO |e ,
You have received this email because hr@caminonuevo.org shared a document with you g
from Google Docs.




Email Preview - HR: Google Docs: Faculty Survey - Invitation to edit (Link) (Spoofs
Domain)

From: HR (via Google Drive) < | hr@caminonuevo.org> Template ID: 634851-2fb64efd-
Reply-To: HR (via Google Drive) <hr@caminonuevo.org> c703-11ea-b655-0e11685db775

Subject: Faculty Survey - Invitation to edit
¥ Send Me a Test

™ Toggle Red Flags

@ Show Remote Images

hr@caminonuevo.org has has invited you to edit the following document:

jiJOpeninDou

Google Docs: Create and edit documents online.

Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA Goo Ie '
You have received this email because hr@caminonuevo.org shared a document with you g
from Google Docs




Email Preview - itation to edit (Link) (Spoofs

Domain)

From: HR (via Google Drive) < | hr@caminonuevo.org> Template ID: 634851-2fb64efd-
Reply-To: HR (via Google Drive) <hr@caminonuevo.org> c703-11ea-b655-0e11685db775

Subject: Faculty Survey - Invitation to edit
¥ Send Me a Test

@ Show Remote Images

™ Toggle Red Flags

hr@caminonuevo.org has has invited you to edit the following document:

8 Faculty Survey

" Open in Docs

Google Docs: Create and edit documents online.

Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA

You have received this email because hr@caminonuevo.org shared a document with you
from Google Docs.




First Test - Monthly Simulations: June 2026

99.8% 9.9% 0% 0.2% 0.4% 0% 0% 19.2%
453 452 45 0 1 2 0 0 87

Recipients Delivered Clicked QR Code Replied Attachment Macro Enabled Data Entered Reported
Scanned Opened

& This Phishing Security Test

Status Closed

Phish-prone % 10.62%

Recipients

Failures 48

Campaign End 07/21/2026, 9:18 AM




What IT does when a phishing attack is real:

Immediate action:

e Create and Initiate KnowBe4 queries to capture phishing emails

e Recall and delete malicious emails

e Mass communicate with organization

e Reach out to staff affected to take necessary action, which can include:
o Password resets
o Revoking login sessions
o Wiping computers

e Notify our network partners

e Continuous monitoring of our systems
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