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ACCEPTABLE USE POLICY

District-Provided Access to Electronic Information and Digital and Technology Resources -
Employees and Other Authorized Users

I. PURPOSE

To provide guidance on the acceptable use of Memphis-Shelby County Schools’ (District)
electronic information and digital and technology resources.

II. SCOPE

This Policy applies to employees and other District-authorized users as defined below. This
Policy shall not apply to students (see Policy 6031 Student Acceptable Use and Internet Safety).

I1I. DEFINITIONS:

Artificial intelligence - a machine-based system that can, for a given set of human-defined
objectives, make predictions, recommendations, or decisions influencing real or virtual
environments and that is capable of using machine and human-based inputs to perceive real and
virtual environments, abstract such perceptions into models through analysis in an automated
manner, and use model inference to formulate options for information or action. “*!2

Electronic Communications - Any transfer of signs, signals, writing, images, sounds, or data of
any nature stored, transmitted, or shared in whole or in part using District-owned or District-
licensed digital and technology resources including, but not limited to, phones, voice mail
messages, electronic mail (email), instant messaging, and online/virtual meetings.

Digital and Technology Resources - Underlying connected technologies that allow the sharing of
communications among devices (e.g., data, applications, services, or multi-media, Internet,
email, local area networks (LAN), wide area networks (WAN), routers, firewalls, servers,
television, radio, telephone, mobile or wireless devices, data storage, software or hardware,
desktops, laptops, or services licensed, owned, or administered by the District).

Personally Identifiable Information®**!%!! - Information that can be used to distinguish or trace
an individual's identity, either alone or when combined with other personal or identifying
information that is linked or linkable to a specific individual.



Users - Any person who accesses or uses any District-owned or District-licensed digital and
technology resource, including remote use. For the purpose of this Policy such persons include,
but are not limited to, employees and other District-authorized users (i.e., non-employees such
as parents/guardians, guests, Board members, vendors, interns, volunteers, school adopters,
contractors, agents, consultants, third-parties, charter schools, contract schools, and
representatives.)

IV. POLICY STATEMENT

Access to the District’s electronic information and digital and technology resources (hereafter
referred to as digital and technology resources) is a privilege intended to support instruction,
research, and District business. To protect the integrity of the District’s digital and technology
resources, and to comply with all applicable federal and state laws™®'"!"| authorized access shall
be based on the user’s role and limited to the minimum rights necessary for job performance
and/or District-related purposes. This includes use at work, home, or other locations off District
property. All users are expected to abide by this Policy (including referenced laws, District
policies, and related District guidance within) as a condition of access and continued use of
District digital and technology resources.

The Superintendent (or designee) is authorized to develop and implement Administrative Rules
and Regulations or other guidance (hereafter referred to as District guidance) to ensure the
acceptable use of the District’s digital and technology resources.

A tabl Agreement

a) Employees
Before an employee is allowed access to District digital and technology resources, the
employee shall sign an Acceptable Use Agreement that sets forth the terms and conditions of
such use.

b) Other Authorized Users
Other authorized users must receive authorization from the department responsible for
information technology to obtain access to the District’s digital and technology resources.
Any unauthorized access shall be in violation of Policy.

Use of Artificial Intelligence (AI) “*'?

The Board supports the ethical and responsible use of Al technologies by school staff for
instructional and assignment purposes. Such technology must align with acceptable use
requirements and only be used to enhance productivity, efficiency, and student learning while
complying with applicable law and respecting privacy, confidentiality, and data security.

The Superintendent (or designee) is authorized to develop (1) a list of approved Al programs and
(2) administrative rules and regulations/additional guidance to ensure that the use of such
programs complies with applicable laws and District policies and/or other requirements.



The Superintendent (or designee) shall report to the Board no later than June of each year on
how the policy specific to Al will be enforced in the upcoming school year. The report, once
approved by the Board, shall be submitted to the Department of Education in accordance with
state law.

Privacy, Monitoring, and Security™®>’
Users shall have no expectation of privacy while using District digital and technology

resources.

The District reserves the right, at all times, to monitor, access, review, copy, store, or delete any
electronic communications or files. Such information may be disclosed at any time to law
enforcement and/or third parties, in accordance with applicable law.

Appropriate security measures that (1) minimize cybersecurity threats, (2) block, filter, or
otherwise prevent internet access, to the extent possible, to content that is obscene or
pornographic, or (3) prohibit and prevent a user from sending, receiving, viewing, or
downloading materials that are deemed to be harmful to minors shall be implemented.

The Superintendent (designee) shall implement a process by which a person may file a complaint
concerning an alleged violation of the technology protection measures implemented by the
District. Received complaints shall be reviewed by the Superintendent (designee) to determine if
action is necessary.

Email Considered Public Record™®*

Email and other electronic records are considered public records and may be disclosed upon
request in accordance with applicable law.

P ers Onal D eVi C eSCR 6,7 - Replace MSCS Cross Reference with KIPP Memphis Employee Handbook

Use of personal electronic devices is subject to this Policy when using District digital and
technology resources.

Training

The Superintendent (or designee) shall provide training for employees on the acceptable use of
the District’s digital and technology resources including the acceptable and responsible use of
Al

Sanctions"®

Violations of this Policy and District guidance may result in action including, but not limited to,
loss of access to District digital and technology resources, disciplinary action up to and including
termination, restitution for damages, and/or any legal action deemed appropriate.

V. RESPONSIBILITIES

A. The Superintendent is responsible for implementing this Policy.



Legal References (LR):

bl i

Al

10.
I1.

12.
13.

T.C.A. §10-7-503 Public Records
T.C.A. §10-7-504 Confidential Records
T.C.A. §10-7-512 Electronic Mail Communications

T.C.A. §§39-14-601 through 605 TN Personal and
Commercial Computer Act of 2003

T.C.A. §49-1-221 Use of Internet Policy

18 U.S.C. §1030 Fraud and Related Computer
Activity

47 U.S.C. §254 Universal Service/47 CFR §54.520
Children’s Internet Protection Act

T.C.A. §§47-18-5201 through 5205 Anti-Phishing
Act 0f 2006

T.C.A. §39-17-901 and 902 Obscenity

2 CFR §200.79 Personally Identifiable Information
20 U.S.C. §1232g/34 CFR Part 99 Family
Educational Rights and Privacy

T.C.A. §49-2-203

T.C.A. §49-5-1001

Cross References (CR):

1.

6031 Student Acceptable Use and
Internet Safety

HR PII Guidance Document
Employee Handbook - Standards

of Conduct

4002 Staff Ethics

4013 Cell Phones/Personal
Communication Devices

4019 MSCS Employee Social Media
6003 Confidential Student Information
7012 Display and Distribution of
Non- District/School Materials

3010 Reproduction of Copyrighted
Materials and Distribution of
Political Materials



ACCEPTABLE USE

(Minor contextual changes made to fit KIPP Memphis Public Schools)

Administrative Rules and Regulations
Issued: 10/25/22;

06/25/24
1. Acceptable and Prohibited Use
Users shall take necessary precautions and be held accountable for acceptable use of the
Region’s digital and technology resources.

Acceptable Use
Acceptable use, at a minimum, shall be utilized to enhance job performance, conduct

business on behalf of the Region, support Regional objectives (e.g., instruction, research,
professional development, and communication and collaboration among staff,
parents/guardians, and community members), and serve as a resource for information
retrieval.

Additionally, when using Al technology for instructional and assignment purposes, school

staff are expected to adhere to best practices including but not limited to the following:

e Only use reputable Al technology

e Evaluate Al technology prior to use to ensure alignment with Regional security measures

e Refrain from sharing confidential information, login credentials, financial information,
intellectual property, or other sensitive information on Al technology (sharing of district
data shall require prior explicit permission from the appropriate departments)

e Exercise discretion when sharing information on Al technology and take all reasonable
precautions to ensure the security of private student data

e Confirm Al generated information for accuracy

e Ensure that use is consistent with the KIPP Memphis Code of Ethics (found in the KIPP
Memphis Employee Handbook)

Incidental Personal Use

Incidental personal use of Regional/School digital and technology resources should be kept
to a minimum and cannot interfere with job responsibilities and/or disrupt Regional/School
operations.

Prohibited Uses
The inappropriate uses of Regional digital and technology resources, including, but not limited
to, the following are prohibited:

-0 Using the Internet to create, access, or transmit information that is obscene or vulgar, that
advocates dangerous or illegal acts, or that advocates violence or hatred toward any
group;

e Sending or displaying offensive or threatening messages or pictures (including jokes) that
are intended to offend, harass, intimidate, or demean recipients



e Damaging computers, computer systems, or computer networks, and/or software
components, (e.g., viruses or other malicious codes);

e Hacking or attempting unauthorized access to any computer;

e Plagiarizing or violating copyright or other applicable intellectual property laws,
including but not limited to claiming Al generated content as one’s own work;

e Accessing, transmitting, or otherwise sharing an employee’s information, internally or
externally, except for Regional purposes, unless authorized in writing;

e Transmitting or sharing a student’s (parent/guardian) personally identifiable information
internally or externally, unless it is for (1) Regional purposes, (2) allowable under
federal or state law, (3) with the student’s (parent’s) written consent, and (4) with a
written request from the Regional/School employee/third party, as applicable;

e Downloading, installing, and using programs that infiltrate computing systems;

e Using another’s username, password, or other identifier (impersonation), or accessing
another’s folders, work, or files without prior consent or authorization;

e Falsifying, concealing, or misrepresenting the user’s email identity (spoofing);

e Using the Regional digital and technology resources for commercial or political
purposes; and

e Using Regional digital and technology resources in violation of existing Board policies.

Training

Employees shall complete training as provided by the Region and shall be responsible for
staying informed and in compliance with revisions to policies and procedures that govern
acceptable use.

. Responsibilities
A.

Users are responsible for complying with the provisions of this Policy, and for staying
informed of any revisions to this Policy or other Regional guidance referenced within
that govern the acceptable use of the Region’s digital and technology resources.

The contracted Information Technology consultant, under the purvue of the Operations
Department, is responsible for (1) monitoring the Region’s digital and technology
resources, (2) ensuring that all users within their jurisdiction have appropriate
authorization before accessing the Region’s digital and technology resources,

(3) developing training and guidance documents for appropriate use and best practice,
and (4) answering any questions related to informational technology.

Executive Staftf/Senior Management, including Principals, are responsible for (1)
reviewing and approving all information published by their departments/schools, (2)
ensuring their staff complete required training and submit Acceptable Use Agreements,
and (3) enforcing compliance with this Policy in their department/school.

The Region is responsible for maintaining developed training and for generating reports
of the submitted Acceptable Use Agreement for employees.

The Human Resources department is responsible for addressing employee violations of
this Policy.

The Chief of Staff is responsible for periodic reviews of management’s internal
controls that provide assurance of compliance with this Policy.
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