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MANAGEMENT SUPPORT

Cellular Telephones

1. Mobile Phone/Device

A. Employee Owned/Provided Mobile Phone/Device/Service

1.The district will not reimburse employees for district related use of employee owned or employee
provided mobile phones, services, or equipment.

2.District staff are authorized to synchronize their personal phone or other digital equipment to
district provided e-mail, contact and calendar services. However, the district will not reimburse
the employee for any data costs associated with using this service.

3. Employees should exercise proper security measures when connecting employee owned devices
to district services to prevent exposure of sensitive data to unauthorized individuals.

4.Employees must also recognize use of employee owned or provided mobile devices for district
business may expose their device to district access should a “Public Records Access” request be
place.

5.Acceptable cell phone use by district staff include:

a. To further the educational and research mission of the district when engaged in teaching a
lesson, creating digital projects, videos, web pages and podcasts using network resources
in support of education and research.

b. Participation in blogs, wikis, bulletin boards, social networking sites and groups and the
creation of content for podcasts, e-mail and webpages that support education and
research.

c. For personal use during lunch and schedule break time(s).

6.Unacceptable cell phone use by district staff includes but is not limited to:

a. Cell phones should not distract employees during work hours (teaching, learning,
supervision).

b. Cell phones should not be used for surfing the internet or gaming during work hours.

c. Cell phones should never be used while driving, operating equipment, or in any situation
where they can cause accidents.

B. District Owned/Provided Service and/or Equipment
Approval for district provided mobiles phone/device and service must be requested in writing and
approved by the Superintendent or their designee. The mobile phone/device will be purchased and
provisioned by the IT department. The cost for utilizing approved district provided mobile phone/device
and service is charged to location/department budgets. Wireless (including Hotspot) data services will not
be provided except in the case of users who are responsible for critical infrastructure or facility needs who
receive automated electronic notification of problems with district equipment, computer systems or
network services.

Approval for mobile services will be granted to selected employees who must be immediately accessible
at all times and from any location. These include:
a. Employees whose primary job function relates to the life, health, safety or security of
students and staff (e.g., nurses) .
b. Employees who maintain and respond to critical operational infrastructure and facility needs
of the district (e.g., custodians, maintenance staff, network, and technology support).
C. School principals, assistant principals and office managers may also be provided a mobile
phone/device to enable them to communicate with district custodians, security and other
groups providing life, health safety, security or infrastructure needs of the district.

1. Acceptable cell phone use by district staff include:
a. Creation of files, digital projects, videos, web pages and podcasts using network
resources in support of education and research;
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b. Participation in blogs, wikis, bulletin boards, social networking sites and groups and the
creation of content for podcasts, e-mail and webpages that support education and research

2. Unacceptable cell phone use by district staff includes but is not limited to:

a. Personal gain, commercial solicitation and compensation of any kind;

b. Actions that result in liability or cost incurred by the district;

c. Downloading, installing and use of games, audio files, video files, games or other
applications (including shareware or freeware) without permission or approval from the
employee’s supervisor and the IT Department;

d. Support for or opposition to ballot measures, candidates and any other political activity;

e. Hacking, cracking, vandalizing, the introduction of viruses, worms, Trojan horses, time
bombs and changes to hardware, software and monitoring tools;

f.  Unauthorized access to other district computers, networks and information systems;
Cyber bullying, hate mail, defamation, harassment of any kind, discriminatory jokes and
remarks;

h. Information posted, sent or stored online that could endanger others (e.g., bomb
construction, drug manufacturing); and

i. Accessing, uploading, downloading, storage and distribution of obscene, pornographic or
sexually explicit material.

J.

3. Records of Mobile Services Users and Equipment
Technology Services will maintain a record of all employees authorized to use district
provided mobile phones/devices, services, and equipment for business purposes. An inventory
of all mobile phones, devices, services, and plans will be maintained.

4, Records to Monitor Use
Technology Services will review the statement of calls and data use monthly to identify those
that are personal in nature.

5. Rules of Use
The following are Pullman School District’s basic guidelines for proper employee cell phone
use during work hours (in general, cell phones should not be used when they could pose a
security or safety risk, or when they distract from work tasks):

Never use a cell phone while driving.

Never use a cell phone while operating equipment.

Do not use cell phones for surfing the internet or gaming during work hours.
Avoid using work cell phones for personal tasks.

Avoid using personal cell phones for work tasks.

Do not use cell phones during meetings.

Do not use cell phones to record confidential information.

OMMUO®»

Cell phones can be great tools for our staff. We encourage our staff to use cell phones:
A. For making or receiving work calls in the appropriate place and situation to do so.
B. For other work related communication, such as text messaging or emailing in

appropriate places and situations.

To schedule and keep track of appointments.

To carry out work related research.

To keep track of work tasks.

To keep track of work contacts.

nmoo

6. Roaming, Out of Network or Out of Country Charges
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Any incurred charges to the phone account due to use outside of the continental US or Canada
(the default billing zone for the district) that is not directly district business related must be
reimbursed by the employee.

7. Disciplinary Action
Improper use of cell phones may result in disciplinary action. Continued use of cell phones at
inappropriate times, or in ways that distract from work, may lead to having cell phone privileges
revoked.

Cell phone usage for illegal or dangerous activity, for purposes of harassment, or in ways that
violate the district’s confidentiality policy may result in employee termination.
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